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Ucnoan3oBanue mapuipyruzatopos Eltex ESR
(MpOoABUHYTHIH YPOBEHBb) V.3

JauTenbHocTh Kypea: 40 akageMHuecKux 4yacoB (5 qHeil)

HeneBas aynuropus:
- CucreMHbIE aIMUHUCTPATOPHI;
- CHGHI/IaJ'II/ICTI)I TEXHUYCCKNX U MHKCHCPHBIX C.]'Iy>K6;
- HHxeHepbl CONPOBOXKACHUS U TEXHUYECKOH MOAICPKKY;
- Pazpabotuuku cereBoro I10.

TpeGoBanus K y4acTHHUKAM:

- 3HaHUe OCHOB MH(OPMALIMOHHBIX TEXHOJIOTHA;

- 3nanue monenu OSI u ponu MpOTOKOJIOB B Mepeaade IaHHbIX;

- Ilonumanue 6a30BbIX IPUHIUIIOB MapIIPyTU3ALUHY;

- 3HaHue TakuX MOHATUH KaK: KOMMYyTaTop, Mapuipytusarop, [P-anpec, MAC-aapec, macka nojceru
u mnpeduxc, VLAN, pexumbr Trunk u Access, THUNBI KOHHEKTOpOB, mois kaapoB Ethernet,
UHKarncyanus, aenenue [P-cereit Ha moaceTu u cymmupoBanue IP-cereit;

- VYmenue paborats ¢ CLI (6€3 npuBsI3KH K KOHKPETHOMY ITPOU3BOIUTEIIO).

PesyabTaTsl 00yyeHnus:
Ymersn:
- HaCTpOUTh MexkceTeBoi skpad ESR u obecneunTs 0€30MacCHOCTb OT CETEBBIX aTak;
- pa3BepHyTh KoHpurypammuo OSPF u BGP B cetn moboro tumna u Macirada;
- o0ecnieuyuTh KOHTPOJIb MapIIpyTu3anuu ¢ nomouisio PBR, Multi-WAN u VRF;
- YIIPaBIATh NPUOPUTETAMH TpaduKa It CTAOMIBHOM pabOThI ceTH ¢ ToMoIIbI0 Q0S;
- OpraHu30BaTh PE3EPBUPOBAHNUE KAHAJIOB, CEPBUCOB U yCTPOUCTB;
- KOHPUTYpUPOBATh 3ALIUIIEHHBIE COSTMHEHNS U BUPTYaIbHbIE CETH.

3HaTh:

- OCHOBBI CETEBBIX TEXHOJIOTHI;

- OCHOBBI pa0oThI MpoToKkoyioB cTteka TCP/IP;

- OCHOBHBIE MPUHIIUITBI 00ECTICUeHHs OE30MACHOCTH CETEBBIX YCTPOUCTR;
- IPUHIUIIBI TIOCTPOCHUS H30BITOYHBIX CETEH;

- criocoObl MOHUTOPHUHTA CETEH.

Baagern:
- HaBbIKaMU YIIPABJICHUSI CETEBBIMHU YCTPOMCTBAMU;
- HaBbIKaMU HACTPOMKHU CEeTe ¢ UCTIOIb30BAHUEM TEIEKOMMYHUKAIIMOHHOTO 000Dy IOBAHHS.
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Y4eOHast nporpaMMa noBbimieHust Kpaaupukanuu «Acnonb3oBanue
mapupyTtu3atopoB Eltex ESR (mpoaBunyThIil ypoBeHb) v.3»

HaumenoBanue Onucanue Bpems
Tema: 1. MeskceTeBoii JKpaH. 3 yaca
Onucanue: 1.1. MexceTeBoii skpaH. 1 yac

1.1.1. OOmume cBeneHUs.
1.1.1.1. MexceTeBoii 2kpaH Ha OCHOBE 30H 0€30MaCHOCTH.
1.1.1.2. MexceTeBoii 3KpaH ¢ OTCIEKUBAHUEM COCTOSIHUS CECCUIA.
1.1.1.3. Ilopaaok HACTPOMKHN MEKCETEBOTO dKPaHa.
1.1.2. 30HBI 6€30MACHOCTH.
1.1.3. Onpenenenne uaTepdeiicoB kK 30HaM 6€30MACHOCTH.
1.1.4. Co3nanue ciickoB object-group.
1.1.5. B3anmogeiicTBre Mexay 30HaMH 0€30IacHOCTH.
1.1.6. ITpaBuiia MEXCETEBOTO IKPaAHA.
1.1.6.1. ITouck coBnaaeHuii o napaMeTpam.
1.1.6.2. TTopsimox 06pabOTKH TTpaBuUII.
1.1.6.3. PenaktupoBaHue npaBuil.
1.1.6.4. JlorupoBaHue npaBul.
1.1.7. NAT ALG u firewall tracking.
1.1.8. IlmaraocTuka.
1.1.9. Ilpumepsl HACTPOMKH MEXKCETEBOIO IKPAHA.
1.2. 3ammTa OT CETEBEIX aTak.
1.2.1. DoS Defence.
1.2.2. Spy-Blocking.
1.2.3. Suspicious packets.
1.2.4. ITpuMep HaCTPOMKH 3AIIMUTHI OT CETEBBIX ATAK.

JlabopaTopHnas: |1. Hactpoiika MekceTeBOro skpaHa. 2 yaca
1.1. HacTponuTh MekKCeTEBOM IKpaH.
1.2. HacTpouTh 3al1UTy OT CETEBBIX aTaK.

HaumenoBanue Onucanue Bpems
Tema: 2. OSPF. 3 yaca
Onucanue: 2.1. O6mme cBeneHusl. 2 yaca

2.1.1. ba3bl JaHHEBIX.

2.1.2. MacmrabupoBaHHe.
2.1.3. Tumes! obGnacTei.

2.1.4. Tunsl ceTeit.

2.1.5. Tunbl MapuIpyTH3aTOPOB.
2.1.6. Ponu MapuipyTu3aTopos.
2.1.7. CtoumocTh KaHaa.
2.1.8. Tunsl MapIpyTOB.

2.1.9. Pacuér SPF.

2.1.10. Cocrosinust OSPF.
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2.1.11. ®opmar coobmieHus.
2.1.11.1. Tunsl nakeToB.
2.1.11.2. Tunsl 3anuceit LSA.
2.2. KomaH1bl HACTPOUKH.
2.3. Ilpumepst HacTpoiiku OSPF.
2.4. MexaHn3Mbl aHOHCUPOBaHUS MapLIPyTOB.
2.4.1. Redistribute.
2.4.2. Network.
2.4.3. Default-information-originate.
2.4.4. AHoHCHUpOBaHME € route-map.
2.5. Mexanu3Mbl GUIBTPAIIMN MapIIPyTOB.
2.5.1. @unbTpanus ¢ route-map.
2.5.2. ®unpTpanus Ipyu aHOHCUPOBAHHH.

JlabopaTopHnas:

2. Hacrpoiika OSPF.
2.1. Hactpouts OSPF.
2.2. HacTpouTb aHOHCHPOBAHUE MaPIIPYTOB.
2.3. Hactpouthb pribTparivio MapupyToB.

1 gac

HaumenoBanue

Onucanue

Bpems

Tema:

3. BGP.

4 yaca

Onucanmue:

3.1. OO1ue cBeaeHus.
3.1.1. OcuoBsl BGP.
3.1.2. Mapupyt BGP.
3.1.3. BriOop myuiero MapuipyTa.
3.2. Hactpoiika eBGP.
3.2.1. JlonoaHUTENbHbIE TApaMETPHI.
3.2.2. eBGP Multihop.
3.3. Hacrpoiika iBGP.
3.3.1. Peer-group.
3.3.2. Next-hop-self.
3.3.3. Route-reflector.
3.3.4. Allow-local-as.
3.4. AHoHCcUpOBaHHE U (PUIIBTpAITUS.
3.4.1. AHOHCUpOBaHKE MapLIPYTOB.
3.4.2. Moaudukanus aTpuOyToB IPpU aHOHCUPOBAHHH.
3.4.3. QunpTpanys NpUHUMAEMbIX MapIIPYTOB.
3.4.4. ®unpTpanus MapuIpyTOB NPU AaHOHCUPOBAHUHU.
3.5. lnaraocTuka.
3.6. [Ipumepsl HacTpoliku BGP.

2 gaca

JlabopaTopHas:

3. Hactpoiika BGP.
3.1. Hactpouts eBGP.
3.2. HactpouTts iBGP.
3.3. Hactpouth aHOHCUpPOBAHHUE MapIIPYTOB.
3.4. HactpouTh (pUIBTpAIIMIO MAPIIPYTOB.

2 gaca
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HaumenoBanue Onucanue Bpems

Tema: 4. KoHTpOJIb MapIIpyTH3AIUH. 3 gaca

Onucanue: 4.1. CriucKku KOHTPOJIS JOCTYyTA. 1 gac
4.1.1. OGmue cBeneHwUs.
4.1.2. Ilpuanun pa6otsr ACL.
4.1.3. IlopssioK HACTPOUKH.
4.1.4. Ilouck coBmaieHUH MO apaMeTpam.
4.1.5. PegaktupoBanue ACL-cnucka.
4.1.6. JlnarHocTHka.
4.1.7. ITpumeps! HacTpoiiku ACL.
4.2. MapuipyTu3anus Ha OCHOBE TOJIUTHK.
4.2.1. OGmue cBeneHwus.
4.2.2. Ilpuanmn paboTHl.
4.2.3. IlopssioK HACTPOUKH.
4.2.4. IIpumep nactpoiiku PBR.
4.3. MHOTOKaHaJIbHOE MTOAKITIOYEHUE.
4.3.1. O0mue cBeneHus.
4.3.2. IlpuHuuMI paboThI.
4.3.3. [lopsimok HACTPOUKH.
4.3.4. JlnarHocTuKa.
4.3.5. Ilpumep Hactpoiiku Multi-WAN.
4.4. BupryasnbHas MaplipyTHU3aLus.
4.4.1. O0mue cBeneHus.
4.4.2. KomaHabl HACTPOUKH.
4.4.3. JlnarHocTHKa.
4.4.4. ITpumeps! HacTpoiiku VRF.
4.5. O6HapyxeHre AByHAIPABICHHOM MEPECHUIKH.
4.5.1. OGmmue cBeneHus.
4.5.2. Ilpuanun paGoThl.
4.5.3. ®opmat cooOIIeHHUS.
4.5.4. KomaHpl HACTPOMKH.
4.5.5. ITpumepsl HacTpoliku BFD.

JlaGoparopnas: |4. HacTpoiika cpeacTB KOHTPOJISI MapIIpyTU3AIIAH. 2 4aca
4.1. Hactpouts ACL.
4.2. Hactpouts PBR.
4.3. Hactpouts Multi-WAN.
4.4. Hactpouts VRF.
4.5. Hactpouts BFD.

HaumenoBanue Onucanue Bpems

Tema: 5. KadecTBO 00C/1y’;KMBaHUS. 4 yaca

Onucanmue: 5.1. OOume cBeneHuUs. 2 Jaca
5.1.1. Moaenu QoS.
5.1.2. Mexanusmsl DiffServ.
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5.2.

53

5.7.

5.1.3. IIpunnumn paboThI.
Knaccudukanus u MapKupoBKa.
5.2.1. Knaccudukanms.

5.2.2. Metka knaccuukanuu.
5.2.3. Mopaenu noBeaeHus.

. IlpenoTBpamieHue neperpy3ox.
5.4.
5.5.
5.6.

VYnpasienue neperpy3kaMu.

OrpaHu4eHue CKOpPOCTH.

bazossiii QoS.

5.6.1. Koman 11 HaCTpONKH.

5.6.2. IIpumepsr HacTpoiiku 6a3oBoro QoS.
Pacmmmpennsiii QoS.

5.7.1. KoMaHapl HACTPOMKH.

5.7.2. Ilpumep HacTpoiiku pacuupeHtHoro QosS.

JlaGoparopnasn:

5. Hactpoiika QoS.

5.1. Hactpouts 6a30BbIit QoS.
5.2. Hactpouts pacmmpeHHbii QoS.

2 gaca

HaumenoBanue

Onucanue

Bpems

Tema:

6. PezepBupoBanue L3.

4 yaca

Onucanue:

6.1.

6.2.

6.3

6.4.

6.5.

VRRP.

6.1.1. O0mue cBeneHus.

6.1.2. ®opmat cooOIeHwHs.

6.1.3. Komanipl HACTPONKH.

6.1.4. IIpumepsr Hactpoitku VRRP.
Track-00beKTHLI.

6.2.1. O0uue cBeneHusl.

6.2.2. KomaH1bl HACTPOUKH.

6.2.3. IIpumep HacTpoiiku track-oobexTa.

. PesepupoBanne DHCP-cepsepa.

6.3.1. Komanibl HACTpOHKH.

6.3.2. IIpumep pezepsuposanus DHCP.
PesepBupoBanue ceccuii firewall.

6.4.1. Komanpl HACTPONKH.

6.4.2. IIpumep pesepBupoBanus ceccuit firewall.
Kunacrep.

6.5.1. O0uue cBeneHus.

6.5.2. KomaH1bl HACTPONKH.

6.5.3. Ilpumep HacTpoOWKH Ki1acTepa.

2 yaca

JlaGopaTtopnasn:

6. Hactpoiika pesepBupoBanus L3.

6.1. Hactpouts VRRP.
6.2. Hactpouts VRRP c track-o6bexkTamu.
6.3. Hactpouts VRRP c peszepBuposannem DHCP.

6.4. Hactpouts VRRP c pesepBupoBanuem ceccuii firewall.

2 yaca
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HanmMmeHnoBanue

Onucanune

Bpems

Tema:

7. TyHHeJIUpOBaHMeE U YAAJIEHHBIN A0CTYII.

4 yaca

Onucanmue:

7.1.

7.2.

CuMMeTpHYHbIE TYHHEIIH.
7.1.1. OOmue cBeneHuUs.
7.1.2. IP4IPA4.
7.1.3. VTL
7.1.4. GRE.
7.1.5. L2TPv3.
CepBuchI y1an€HHOr0 JOCTYTA.
7.2.1. OO1ue cBeeHus.
7.2.1.1. PPP.
7.2.1.2. PAP u CHAP.
7.2.1.3. MS-CHAP.
7.2.1.4. Multilink PPP.
7.2.2. PPPoE-knueHT.
7.2.3. PPTP.
7.2.3.1. PPTP-cepgep.
7.2.3.2. PPTP-knuenr.
7.2.4. L2TP.
7.2.4.1. L2TP-cepsep.
7.2.4.2. L2TP-knueHT.
7.2.5. WireGuard.
7.2.5.1. WireGuard-cepsep.
7.2.5.2. WireGuard-k1HeHT.
7.2.6. OpenVPN.
7.2.6.1. OpenVPN-cepgep.
7.2.6.2. OpenVPN-KJIHMEHT.

2 yaca

JlabopaTopHas:

7. Hactpoiika TyHHENEH.

7.1. Hactpouts TyHHEs [P41P4.

7.2. Hactpouts TyHHens GRE L3.

7.3. Hactpouts TynHens GRE L2.

7.4. Hactpouts TyHHEenb L2TPV3.

7.5. Hactpouts TyHHens WireGuard-KiIneHT.

2 gaca

HaumenoBanue

Onucanue

Bpems

Tema:

8. IPsec.

4 yaca

Onucanmue:

8.1.

OO0mmue creacHHUS.
8.1.1. LlemocTHOCTh U ayTeHTU(UKAIUS JaHHBIX.
8.1.2. Ayrentudukanus yJanéHHONH CTOPOHBI.
8.1.3. KonduaeHmaipbHOCTb.
8.1.4. I'pyninel Auddpu-Xemnmana.
8.1.5. ITpoTOKOJIBI MHKATICYJISLIHH.

8.1.5.1. AH.

2 gaca
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8.1.5.2. ESP.
8.1.5.3. TpanCHOpPTHBIN U TYHHEIBHBIN PEXKUMBI.
8.1.6. Accormanuy 0e301acHOCTH.
8.1.7. IIpoTokoaBI OOMEHA KIFOYaMH.
8.1.7.1. ISAKMP.
8.1.7.2. IKEvl1.
8.1.7.3. IKEv2.
8.1.8. O6Hapyx eHre HEaKTUBHOTO COCe/a.
8.1.9. IPsec VPN Ha 0CHOBE MapuipyTa v HOJUTHKH.
8.2. KomaHnap! HaCTpOMKH.
8.3. Cxembl NpUMEHEHHS.
8.3.1. Route-based IPsec VPN.
8.3.2. Policy-based IPsec VPN.
8.3.3. GRE over IPsec.
8.3.4. IPsec VPN u NAT.
8.4. Ilpumepsl METOZOB ayTeHTU(UKALINY.
8.4.1. PSK.
8.4.2. Cnucok KIrouen.
8.4.3. XAUTH.
8.4.4. RSA.
8.4.5. EAP.
8.5. Auarnoctuka IPsec.

JlaboparopHas:

8. Hactpoiika IPsec.
8.1. Hactpouts Route-based IPsec VPN.
8.1. Hactpouts Policy-based IPsec VPN.

2 yaca

HaunmenoBanue

Onucanue

Bpems

Tema:

9. DMVPN.

4 yaca

Onucanmue:

9.1. OGmmume cBeneHUS.

9.1.1. Multipoint GRE.
9.1.2. NHRP.
9.1.3. ®opmat cooOIIeHHS.

9.2. Ilpunnun paboTHI.

9.2.1. ®a3s1 pabOTHI.

9.2.2. ®naru.

9.2.3. Cxembl NpUMEHEHHS.
9.2.4. Pabora c NAT.

9.3. KomaH b1 HaCTpOMKH.

9.4. Ilpumepbl HACTPOUKH.
9.4.1. DMVPN c OSPF.
9.4.2. DMVPN c eBGP.
9.4.3. DMVPN c iBGP u DHCP-cepBepom.

2 gaca

JlabopaTopHnas:

9. Hactpoitka DMVPN.
9.1. Hactpouts DMVPN ¢ OSPF.
9.2. Hactpouts DMVPN c BGP.

2 gaca
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HaumeHnoBanue Onucanue Bpems

Tema: 10. MOHMTOPHHI M yIIpaBJIeHHUE. 3 yaca

Onucanue: 10.1. Eltex IP SLA. 2 yaca
10.1.1. OGmme cBeaeHUsI.
10.1.2. ITpuHuum paboThl.
10.1.3. Hacrpoiika Sender.
10.1.4. Hacrpoiika Responder.
10.1.5. AyrenTuduxanus.
10.1.6. JInarnoctuka.
10.1.7. IIpumepst HacTpoiiku Eltex [P SLA.
10.2. SNMP.
10.2.1. OGmiue cBeaeHUsI.
10.2.2. ITpuHuum paboThl.
10.2.3. Tumsl cooOIIEeHMIA.
10.2.4. ba3za ynpasistomeit HHGopMaIuu.
10.2.5. ®opmar cooOIIeHusI.
10.2.6. KoMaH bl HACTPOMKH.
10.2.7. Ilpumep Hactpoiiku SNMP.
10.3. NetFlow.
10.3.1. OGmue cBeaeHUsI.
10.3.2. ITpunIMT pabOTHI.
10.3.3. Bo3moxnoctu NetFlow.
10.3.4. Bo3amoxxnoctu sFlow.
10.3.5. ®opmar cooOIIeHusI.
10.3.6. Komanapl HacCTpOMKH.
10.3.7. I[Ipumepsl HACTPOUKH.

Jlabopatopnasi: | 10. Hactpoiika MOHUTOpHUHTA. 1 gac
10.1. Hactpouts Eltex IP SLA.
10.2. Hactpouts SNMP.

10.3. Hactpouts NetFlow.
10.4. Hactpouts sFlow.

IIpome:kyTOUHBIE H UTOTOBBIE (POPMBI KOHTPOJIsi: 4 yaca

B pamkax maHHOTO Kypca mpeoCTaBiIsSeTCs OHA MOMBITKA MTPOXOKIACHHS CEPTUPUKAITMOHHOTO UCTIBITAHUS,
KOTOpasi MOKET OBITh MCIIOJIB30BaHA B JICHb 3aBEPIIICHUS Kypca.

B cnyuae HeyqauHOTO 3aBEpPILICHUS, MOKHO OOPATUTHCSI B KOMMEPYECKUI OTACI Ik IPHOOPETECHUS
IUIATHOM JIOTIOJTHUTEILHOM MOIBITKH.

[ImaTHOM MONMBITKON MOKHO BOCITOJIB30BaThCS B TEYEHNE OJHOTO KAJIEHAAPHOTO MECSLA MOCIE 3aBEPLICHUS
oOydJeHwus.
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